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Decision/action requested

This paper proposes key issue on security of path switch between direct communication path and indirect communication path for eRemote UE or a set of eRemote UEs, and abstracts potential requirements for this key issue.
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Rationale
According to SA1 TS22.278, eRemote UE shall support path switch from direct 3GPP communication to indirect communication and vice-versa including under the same eNB or different eNBs. In addition during the discuss of SA2 REAR, a scenario that a set of eRemote UEs connecting to network via eRelay UE handover  to another eNB together with eRelay UE shall also be considered. In all these scenarios, service continuity shall be maintained. Meanwhile security between eRemote UE and eNB shall also be established if inter eNBs handover or kept if intra eNB handover. However whether the exsit handover procedure for security defined in TS33.401 needs enhancement still needs further study by SA3.

Particularly, when eRemote UE transfers from direct 3GPP communication to indirect 3GPP communication, it shall gurantee that the eRemote UE is authorized to access network from this specified eRelay.
4
Detailed proposal

X.y        Key Issues on discovery
X.y.1
Issue detail

According to SA1 TS22.278, eRemote UE shall support path switch from direct 3GPP communication to indirect communication and vice-versa including under the same eNB or different eNBs. In addition during the discuss of SA2 REAR, a scenario that one or more eRemote UEs connecting to network via eRelay UE handover  to another eNB together with eRelay UE shall also be considered. In all these scenarios, service continuity shall be maintained. Meanwhile security between eRemote UE and eNB shall also be maintained if eRemote UE transitions to another eNB via inter eNBs handover or via intra eNB handover. However whether the exsiting handover procedures for security as defined in TS33.401 need further enhancement or not still needs further study by SA3.

Particularly, when eRemote UE transfers from direct 3GPP communication to indirect 3GPP communication, it shall gurantee that the eRemote UE is authorized to access network from this specified eRelay.
X.y.2 Security threats
When eRemote UE switches between direct communication and indirect 3GPP communication, if session security is not maintained at the target communication path, an attacker could evavesdrop on or intercept the transferred traffic, or even insert rogue data into traffic channel maliciously. These attacks would reveal user’s privacy, waste network resource because of rogue data, and incur false charge to the  eRemote UE.

If eRemote is not authorized when switching from direct communication  to indirect 3GPP communication, an attacker could attack the network by accessing network via an eRelay UEwhile causing the eRelay UE to waste resource and power. 
X.y.3 Potential security requirements
The system shall maintain the security and service continuity when eRemote UE switches between direct communication path and indirect 3GPP communication path. 
The system shall guarantee service continuity and provide possible security protection at target access path when a set of eRemote UEs switching to another eNB with eRelay through which the set of eRemote UEs access network.

The eRemote UE shall be authorized to access the eRelay UE when transferring from direct 3GPP communication to indirect 3GPP commuinication through an eRelay UE.
